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VIDEO RECEIVER 
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Figure 1 
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RECEIVER OBTAINS ENCRYPTED VALUE FOR AT 
LEAST ONE SELECTED PIXEL IN CURRENT FRAME 
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RECEIVER DECRYPTS ENCRYPTED PIXEL VALUE USING 
A FIRST PORTION OF RECEIVER'S CURRENT KEY STREAM 
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RECEIVER RE-ENCRYPTS PIXEL VALUE USING 
SECOND PORTION OF RECEIVER'S CURRENT KEY STREAM 
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RECEIVER SENDS RE-ENCRYPTED PIXEL 
VALUE TO TRANSMITTER OVER BACK CHANNEL 
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TRANSMITTER OBTAINS ORIGINAL PLAINTEXT 
PIXEL VALUE AND ENCRYPTS USING SECOND PORTION 
OF TRANSMITTER'S CURRENT KEY STREAM 
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TRANSMITTER COMPARES RECEIVED RE-ENCRYPTED 
PIXEL VALUE TO GENERATED ENCRYPTED PIXEL VALUE 
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WHEN PIXEL VALUES DO NOT MATCH, INITIATE 
RESTART OF STREAM CIPHER SYNCHRONIZATION 





Figure 2 



